Safe Internet!

Practices and Advices,,,




Browser Threats

Pop-ups

Deceptive links

Click-able graphics (banners)
Phishing sites

Downloads

URL typos

Untrusted and Inappropriate websites
Internet Search

Shared Computers




Email Threats

e Attachments
e Website Links

HTML formatted emails
Emails from unknown sources

Official looking emails

U
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pdates or Downloads links
Oaxes




Instant Messaging Threats

e Links

 Downloads

» Sending private information
e Sending passwords




PC Protection

* Firewall

* Anti-Virus

* Anti-Spyware
 Updates

« Scan USBs




Browsing,,,

» Check address bar URL first

 Type web addresses

* Use bookmarks

* Don't click banners

* Avoid untrusted and inappropriate websites
* Check links before clicking them

 Browser add-ons to increase security

* Browser security warning




Browsing, Cont...

Extra caution on public computers

Don't download software from untrusted
websites

Use strong password: letters, numbers,
symbols and long

Don't use the same password for all
accounts




Emailing

* Avoid email attachments
* Avoid clicking on any URLs in email
e Use plain text mode in email

* Never open email from someone you don't
Know

* Never install updates or free security
software from an email attachment or URL




Instant Messaging

Don't open links

Don't open graphics

Don't send private information
Don't send passwords
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